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CSTCloud Overview
• CSTCloud is included in the 13th Five-Year Plan for National Informatization as one of the
key national e-infrastructures.

• CSTCloud fully supports multidisciplinary open scientific research with integrated cloud
services for the discovery, usage, and delivery of S&T resources.



CSTCloud ID - Overview  

• A centralized, single sign-on identity authentication and authorization system.
• An ID system that facilitates CAS researchers to access research resources and services 

across CAS and around the nation.

Apr. 2013 inaugurated

>1 M registered users

>95% CAS Institutions

≈ 270,000 visits per day

>800 applications (OAuth 2.0)



Structure and Workflow

Structure Workflow



Application and Security Strategy

• CAS genetic SPs
• CAS institutional-level SPs
• Open Science SPs

User Security Policy
• Self-registration with verified E-mail accounts 

and phone numbers. 
• Institute administrators control E-mail accounts.
• Strong password strategies.
• Dual verification for login. 

Three Types of SPs



Unified Authorization via VO

• One VO per institute, with a total of 179 
VOs. 

• Each VO is associated with multiple OAuth 
applications.

• VOs provide authorization services to allow 
users access to particular applications. 



Emerging problems

• The increasing number of external accounts is challenging and costly to manage, with 

relatively lower user acceptance.

• Large-scale application systems/resource platforms prefer to build their own user 

account system with third-party login. 

• There is no international academic cooperation standard applicable to CSTCloud ID.



Embracing CSTCloud AAI
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• Re-design and develop a sustained
and robust system with federal
user identity authentication and
authorization that can enable
access to open and convergent
global resources.

• Facilitate interoperability of cloud
resources services under fair
conditions.



CSTCloud AAI - Workflow for Tailored Scenarios
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Roles:
• Federation IDP
• Federation SP
• Virtual Organization (VO)
• User 

AAI Services:
• IDP Discovery Service 
• CA Certificate Service
• Software toolsets



Federal Auth. & Authen. Sys.

CSTCloud AAI - Technical Framework
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CSTCloud AAI - Progress

Apr. 2020
EGI check-in system connects CSTCloud AAI as IDP.

Sep. 2020
CSTCloud AAI becomes a member of eduGAIN.

Dec. 2021
Inaugurated prototype system online.
ü Integrated with all eduGAIN IDPs.
ü Support protocols (i.e. SAML/OIDC, IDP/SP).
ü Integrate some social apps/cloud services IDPs. https://aai.cstcloud.net

https://aai.cstcloud.net/


CSTCloud AAI - International Alignment

• Potential Alignment with the Global Open 
Science Cloud Initiative CS

• Incoherent scatter radar data
• SDG-13 climate change and natural disasters
• Welcome for more collaboration!

https://codata.org/initiatives/decadal-programme2/global-open-science-cloud/case-studies/incoherent-scatter-radar-data/
https://codata.org/initiatives/decadal-programme2/global-open-science-cloud/case-studies/sdg-13-climate-change-and-natural-disasters/


CSTCloud AAI – Deployment

IDPs (20+)
• International organizations
• CAS institutes
• Universities
• Others 

SPs
• CAS Conference Service Platform
• SDG Workbench
• Code Repository for SDG Workbench
• Jupyterhub for SDG Workbench
• Jupyterhub for Radar data on GOSC Testbed



The next step

Enhanced authorization management based on VO
• To facilitate the operation flows with enhanced management functions.
• To support the integration of applications.
Certificate management and X.509 authentication
• To support authentication in accessing applications.
• To facilitate CSTCloud AAI users apply for their own certificates.
Security, Audit, and Monitoring
• To protect user behaviors and data security.
International engagement
• To refine policy for open science.
• To facilitate research resources flow based on the GOSC testbed. 



Connection with EGI

• Access CSTCloud AAI with EGI AAI 
check-in account.

• Access EGI AAI with CSTCloud AAI
check-in account.



Discussion
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• Exploring protocols that can be used for peer-to-peer resource exchange across
cloud federations, while reserving control rights for local resources.
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